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1. Introduction 
In  IP networks,  i t  i s  essent ia l  to  count  act ive  

f lows on a  l ink for  network management and 

analys is ,  such as intrusion de tec t ion [1] .   The 

method proposed in [2]  decreases the computa t iona l  

t ime  required  for  flow counting.   This  stud y 

presents a  method tha t  fur ther  improves  the  method 

of [2] through packe t  sampling.  

2. Problem Description 
The algor i thm of [2]  is  based on the method  of [1] .   

The method ut i l izes a  vec tor,  each element  o f which 

stores  a  t imestamp. Thus,  it i s  ca l led t imestamp 

vector  (TV).   Using TV, the method employs  two  

processes :  f low count  and TV update .   Flow count  

is  per fo rmed per iodical ly to  calcula te  the number  

of flo ws from the timestamps stored in TV.   

Meanwhi le ,  TV update  is executed at packet arrival to 

update the timestamp. 

Reference [2] shows that the computational time of 

the flow count process is greatly decreased by 

employing counters, each of which is used for a 

particular time period.  However, the computational 

time of TV update becomes slightly greater for the 

method of [2] than for that of [1].  Since the TV 

update process is executed on a per-packet basis, the 

improvement by the method of [2] may be canceled by 

the computational time increase in TV update for high 

packet rate.  To avoid this, the computational time of 

TV update must be reduced in the method of [2]. 

3. Packet Sampling 
The TV update process is performed to record how 

recently a flow has sent a packet.  If the timestamp in 

a TV element is older than a specified timeout period, 

the associated flow is judged as "finished."  In this 

process, however, it is not always necessary to update 

the timestamp for every arriving packet if a flow 

generates many packets in a unit time.  That is, the 

estimated number of flows will be sufficiently correct 

even if TV update is executed only for a portion of 

packets sampled from the traffic. 

To count flows correctly and to reduce the executions 

of TV update, this study examines the following packet 

sampling method. 

(1) Execute TV update for TCP SYN and FIN packets.  

This ensures TV update to be executed for every 

TCP flow. 

(2) For packets other than TCP SYN and FIN, execute 

TV update only for every n-th packet (n: positive 

integer).  Thus, TV update is performed only for 

1/n of packets. 

By decreasing the number of TV update executions, 

it is expected that the computational time becomes 

smaller. 

4. Evaluation 
The experiment was performed to see how the 

computational time is improved with sampling.  The 

experimental network is composed of three Linux PCs, 

denoted by PC1, PC2 and PC3. TCP connections are 

made between PC1 and PC3 with using a WWW server 

and httperf [3].  The algorithm was executed on PC2.  

The computational time was evaluated by the "time" 

command. Figure 1 shows the relationship between the 

measured user process time and parameter n when the 

packet rate was 1040 pkts/sec.  It confirms that the 

time is decreased by increasing n ( i .e .  decreasing 

sampled  packets) . When the value of n is 1, the 

proposed method executes all the packets for each flow. 
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Figure 1 User process time with varying sampling parameters. 

5. Conclusion 
This paper  presented a  method that  improves  the 

computa t ional  t ime o f the f low count ing algor i thm 

of [2] and confirmed it s  e ffec t iveness.  
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